Ipunoxenne No2. Hudopmannonnag NamMATKa 115 o6yvaromuxes A1 pasMemenns Ha
opHIHANLHBIX I/IHTepHeT-pecypcax

BO3SMOXHOCTeH, HHTepHeT Hecer npobieMsl. Ata mamstka A0IDKHA IOMOYE Tebe Gesomacwo
HaXOHHTBCH B cern.

Komnvromepnuie 8UPYCHI

OLIONIHEHHE K 3ToMYy, BHDYCBI MOTYT MOBpemuTs mim TIONTHOCTBIO YHHYTOXHTE Bee daitner u
AQHHBIE, IOIKOHTPOILHEIE [IOJIb30BATENIO, OT HMeHyu KOTOporo 6ei1a 3amymena 3apakéHnas

Merozns! 3amuTe; o1 BPCLIOHOCHBIX Iporpamm:
i

Hcnons3yit copemennge OT€PalOHHbIE CHCTeMEL, HMEIOIUe CephEsHBIit ypopens
3aIATEL OT BPEOHOCHEIX Iporpamm;

2. Tlocrosmuo YCTaHaB/IMBai mayry (uudposrie 3allJIaTKH, KOTOpHIe ABTOMAaTHYECKY

TBOEM e€pCoHanmbHOM KOMHBIOTepe;

4. Ucnong3yii aHTHBUDYCHbIE IIPOrPaMMHbIe IIPOYKTEI U3BECTHEIX MIPOU3BOAHTENE!, ¢
aBTOMAaTHYECKHUM 00GHOBIeHHEM Oas;

Orpannas dusmueckuis AOCTYII K KOMITIBIOTEpY /15 TIOCTOPOHHMX Juy;
6. Hcnoms3yis BHCINHHE HOCHTETH MH(OPMAIMH, Takue xax $remxka, quck wm daitn 3

i

Haxe Te Gaiiner, KOTOpeIe mpucnan TRojf 3HaKOMBIA. Jlyurme YTOUHH y Hero
OTIIPaBIISLT T OH Tebe px.

Cemu WI-FJ

TCXHOJIOTHEH, D10 ab6peBuarypa «Wi-Fi». Takoe HasBaHue 6v110 mamo ¢ HaMCKOM Ha cTanpapr
BBICIIHH 3ByKOBOjf TexXuukH Hi-Fi, yro 5 HepeBoxae 03HauaeT «BBICOKast TOYHOCTEY).




1. He nepenmasait croo THYIHYI0 HHQOpMAITHIO 4epe3 obmenocrymusie Wi-Fj CETH.
Paboras B mHux, XCJIATeIbHO HE BBOIUTE TIapONH ROCTyIa, JIOTMHBI M Kakue-to
HOMepa; ‘

2. Vcnomssyit u 06H0Bsi AHTHBUPYCHBIE IPOTrpPaMMEI H Oparnmayep. Tem camsng THI
obesonacuus ce6s ot saxayxy BHpYCa Ha TBO€ yCcTpoiicTao;

3. Ilpu wucnoms3oBanuy Wi-Fi orxmoun bynkumo «O6mmii AOCTYNl X daiinam pu
IpuHTepam». JlaHHas ¢ynkmus SaKphITa 10  YMOIYaHWIO, OFHAKO HEKOTOpEIE
TI0/IP30BATENH AKTHBUPYIOT e& AN ynoGeTBa HCONB30BaHHS B pabore mm yuebe;

4. He HCIIONB3YH myOnuuneii WI-F] ATIS IepeNavnl JTMYHBIX A@HHBIX, HapUMep s
BBIXOZIa B COLHANBHEBIE CeTH Mty B SNIEKTPOHHYIO 110YTY;

5. HWnons3syit Tompko 3alIICHHOE COeMHEHNAE Yepes HTTPS, a ne HTTP, t.e. npu
Habope BeG-anpeca BBOZH UMEHHO «https://»;

6. B mobumbHOM TenehoHe  OTKMOYR dyHKIHIO «Ilogkmoyenne g Wi-Fi

aBTOMaTHyeckuy. He AONyCKai aBTOMaTHYECKOro LOAKITIOYeHHUS yeTpoticTBa K CETSIM
Wi-Fi 6e3 tBoero cornacus.

&
Coyuanvuvie cemy

OCHOBHLIC COBETEI 110 6630HaCHOCTH B COMaAILHBIX CEeTAX:

1. Orpanmas crmcox Apyseii. YV Tebs B APY3bAX HE MOIKHO ObITH CIyYalMHEIX H
HE3HaKOMBIX Jmozieif;

2. 3aummmait cporo HacCTHYIO xu3Hb. He ykasnsaif Tapom, Tenedonl, ampeca, ary

K OTHOMY MecTy, a He Bo Bce Ccpazsy.

Inexmponnvie denpeoy

OJIeKTpoHHEIe MeHpry — 9TO OY€Hb YNOGHEIH crocob my

aremex‘fl, OIOHAaKO CyIIIeCTByIOT
MOHICHHHKH, KOTOpEIE XOTST IOJYYUTE 3TH ACHBI'H,



OneKTpox
TIOIY9CHHIO 3JIeKTPOHHBIX coobmenui, KOTOpEIe pacnpemensiores s KOMIIBIOTEPHOH cern.
O6bram0 SNCKTPOHHBIH  MOYTOREIH MK BBITISAHT CICAYIOmAM  o6pasowm:

I/IMSI_IIOIILSOB&TCJ’ISI@I/IMH_IIOMGH&. Taioke  xpome fiepefiatn  mpocToro Tekcra, HMeeTcs
BOSMOXHOCTS ItepesaBath (aifs.

4. Bsibepn CJIOXKHBIA 11apons. J{ig KaX1oro novrosoro simuxa AODKeH OBITH CBOlL
HaNeXKHbBIH, yCTONYUBELH K B3710My 1m1apois;

5. Ecim ecrs BO3MOXXHOCTE HaIHcaT CaMOMy CBOH THYHLI BOTIpoC, Hemonms3yii sty
BO3MOXHOCTE;

a/lpecaraMy, KOTOpbIM Tg AOBEDHCIIL.  DTO  3MeKTpoHHEL azpec He Hano
HCIIONB30BATh IpH PeTHCTpanmy Ha hopymax u cairax;




Kubepbynnunz uny supmyanenoe usdesamenscmeo

KubepGynmuer — IIpecienoBanue coobImennsmuy, comepxamumMu OCKOpOenus,

arpeccHro, SaHyrHBaHHG; XYJIHr: AHCTBO; COMaIbHOE 60f/iKOTHp0BaHI/IC C IIOMOIIBIO PasIHYHEBIX
PIHTepHCT-CepBI/ICOB.

1. He 6pocaitcs 5 6ot Jlyummii crocog: TI0COBeTOBATECS Kak cebs Becty H, €CIIH Her
TO

Yupasnsit caoeit KnﬁeppenyTanHeﬁ;

AHOHHMHOCTS B cery MHAMas. CymecTByoT cmocoGy BBIACHHTB, KTO CTomT 32
aHOHHMHBIM aKKayHTOM;

4. He crour Becru XYIHTaHCKuH 06pas3 BUPTYaNbHOH »u3Hy. Hnrepner $uKcHpyer Bce
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8. Ecmm T CBUICTENL  KHGepOyminura, Teou neiicTrug: BLICTYNIUTE  npoTup
TpecnenoBarens, mokasary, €My, YTO €ro peiicTeug OLCHUBAIOTCS HeraTusHo,
ONnepKats Kepray, KOTOpO#t  HysxHa IICHXOIOruYeckas IIOMOIB,  coo6muTE
B3POCIEM 0 (akre arpeccusroro TIOBENEHHUS B ceTH,

Mobunorw menegon

CoBpemennmre CMapThOREl W ImraHmery CONCPXAT B ceGe Bmome B3POCITBIH

bynknmonan, yu TeIeps OHH Moryr KOHKypHpoBaTh co CTallHOHAPHBEIMK KOMIIBIOTepamy,
Ozmaxo, cpencrs SaLIMTBI 1711 110106HbIX YCTPOHCTB moKa ouens majo, Tectupoanue TIOKCK

YA3BAMOCTEH B Hux IIPOMCXOUT He Tak HHTCHCHBHO, KaK s IK, To xe camoe Kacaercq p
MOOHIIbHBIX IIPHIIOXEHMI,

3alUINEHHOCTE.

Haneko He pce TPOU3BONUTENH BEITyCKAOT OGHOBIIEHNSI, 3aKpEIBAIOIME KpUTHYeckye
YA3BUMOCTH 1715 CBOMX YCTpOiicTs.

OcHOBHEIe coers; s 6e3onackocTy MOOHIIEHOTO Tenedona;

1. Hudero ge SABJISIETCS T0-HacTosmeMy 6GecrmaTapmy. Byne ocropoxen BeIb Korzma
Tebe npemnararor Oecrnarupri KOHTEHT, B Hem MOTYT OBITh CKpbITEI Kakue
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5. He 3arpyail IpHIOKEHUS OT HEU3BECTHOTO HCTOYHHUKA, BeJb OHH MOTYT COJEPKaTh
BPEIOHOCHOE IIPOrpaMMHOE 0OeCIeyeHuE;

6. Ilocne Toro xax THI BEIAJENb ¢ caiiTa, rie BBOAUI JIMYHYIO HHPOpMALUIO, 321y B
HacTpoiiku Opaysepa u ynanu cookies;

7. Ilepuonmuuecku npoBepsit KaKue IUTaTHBIEC YCIYTH aKTHBEPOBAaHBI HA TBOEM HOMEDE;

8. Mamaif cBo#f HOMep MOOMIBHOrO TeledoHa TOJHKO JIIOAAM, KOTOPBIX THI 3HAEIb U
KOMY JIOBEpSICIIb;

9. Bluetooth momkeH ObITH BBIKJIFOUEH, KOrjJa Thl MM HE mosb3yembes. He 3abbiBait
MHOTJIa IPOBEPSTH 3TO.

Online uzpwv

CoBpeMeHHBIE OHJIAMH-UIPBl — O3TO KpAacOYHble, 3aXBATHIBAIOIIHE pa3BJICYECHHS,
OOBEIMHSIONME COTHH THICSY YENOBEK IO BCeMy MHPY. VIrpoKH HCCIeAyIOT JaHHEIA UM MUD,
obmaroTes Opyr ¢ JpyroM, BBIIOJHSIOT 3a[aHus, CPaXKArOTCsi ¢ MOHCTPAMY M IONYYAIOT OIIBIT.

3a YAOBOJIBCTBHE OHH IUIATAT. IIOKYIIAXOT JHUCK, OIJIAYHMBAIOT abOHEMEHT MM npno6peTa10T
KaKHE-TO OITIIHH.

Bce atm cpexctBa MAyT Ha moAmepKaHWE M pPa3sBHTHE HIPHL, a TAKXKE HA camy
0e301macHOCTh: COBEPIIEHCTBYIOTCS CHCTEMBI AaBTOPHM3Aal[MHM, BBITYCKAIOTCS HOBHIE IATHH
(uibpoBEIE 3amIaTKy JUIS IPOrPaMM), 3aKpBIBAIOTCS YSI3BEMOCTH CEPBEPOB.

B nomoOHBIX Hrpax CTOHMT ONacaTbCsi HE CTOJBKO CBOUX COICPHUKOB, CKOJIBKO KpaXKu
TBOCTO ITapOJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOpH3allHHU OOJILIIMHCTBA HIp.

OcHOBHBIE COBETHI IO HE30MIACHOCTH TBOETO UTPOBOTO AKKAYHTA:

1. Ecnu npyroit urpok BezieT ce6s II0OX0 WM CO3kaeT Tebe HeNpUATHOCTH, 3a6710Kupyi
€ro B CIHCKE HIPOKOB;

2. Tloxanyiics amMMHHMCTpAaTOpaM WIPHl Ha I[UIOXO€ IOBEJCHHE OJTOrO HIPOKa,
XKEJIaTeIbHO IPHIIOXKUTh KAKHe-TO J0Ka3aTe/IbCTBA B BUIE CKPHHOB;

He yka3pIBail TH4HYyI0 HHPOpMALHIO B ipodaiiiie Urpsr;

YBaxail QpYruxX y4acTHHKOB IIO UIpE;

He ycranasnusait HeopuuuaapHble NaTYd U MO,

Hcnonp3yii c1oKHEBIEe H pa3sHEIe IApOIIH;

Jlaxxe BO BpeMs MIPHI HE CTOMT OTKIIOYATh aHTHBHpYC. IToka ThI Hrpaems, TBOM
KOMITBIOTEP MOTYT 3apa3iTh.

o 2 ol ol

Duwiunz UnU Kpaxea I1UdHbIX OGHHLIX

OObryHoM Kpaxell JeHer W NOKYMEHTOB CErOAHS yXe HHKOrO He YAMUBHINb, HO C

Pa3BUTHEM HHTEPHET-TEXHOJIOIUM 3JIOYMBINIUICHHUKH TECPEMECTUIIMCE B UHTCPHET, U
NPOJOJDKAIOT 3aHUMAThCS (JIFOOMMBIM) JACJIOM.

Tax nosBunIace HoBas yrpo3a: MHTCPHET-MOUNICHHHUYECTBA WM d)PIIIIHHI“, rJIaBHas LEJb
KOTOpPOro COCTOMT B MOJYYECHUU KOH(bHIIeHHHaJIBHBIX JAHHBIX IOJIL30BATENIE — JIOTHHOB H

naponed. Ha anrmuiickom sspike phishing unraercs xax ¢ummnr (ot fishing — pri6uasg noss,
password — mapons).

OcHOBHEIE COBETHI 10 GOPBGE ¢ HHUIITHHTOM:

1. Cnenm 3a cBomM aKkayHToM. Eciu TBI moospeBaemb, 4TO TBOS aHKET2 GRUIa

B3JI0OMaHa, TO HEOOXOJMMO 3abJOKHpOBaTh €€ M COOOILIMTH aIMHHHCTPATOpam
pecypca 06 3TOM KaK MOXXHO CKOpee;




2. Hcnonssyit  6GesomacHbie BeO-caliTh, B TOM 4YUCJIe, MHTEPHET-MAarasuHoOB W
IIOUCKOBBIX CHCTEM;

3. Hcmoms3yit cnoxubie u pasueie naponu. Takum oGpasoM, ecnu Te6s B3JIOMAIOT, TO
3MIOYMBIIIEHHUKH II0JTy9aT JOCTYII TOIBKO K OIHOMY TBOEMY NPOQHIIIO B CETH, a He
KO BCEM;

4. Ecnu tebs B3JIOMaJld, TO HE0OXOoauMo IIPEIYyPENUTE BCEX CBOMX 3HAKOMBIX,

KOTOpEI€ 100aBIIeHb! Y Te0st B Ipy3bsX, O TOM, UTO Te6s B3JIOMaJId H, BO3MOXHO, OT

TBOEIO UMEHH OYIET pacChUIATHCS ClAM ¥ CCBUIKM Ha unmHroBEIE CaifThI;

YcTaHOBU HafEKHBIH TTapOITH (PIN) Ha MOGHIBbHBIH Tenedon;

OTkimoun coxpanenue napoiis B 6paysepe;

7. He oTkpbiBail baiine u APYTHE BIIOKCHUS B MHCEMaX AAKE €CIH OHM NPHLLHA OT
TBOMX Jpy3eH. JIydie yTo4Hy y HEX, OTIIPABMISTH T OHE Te6e 9TH daiieL.

o>

Hugpposas penymayus

[udposas penyramus - sto merarueag WK IO3UTHBHAS MH(POpPMAIHKS B CETH O Tebe.,
Komnpomerupyromas MH(OpMaNus pasMelIeHHas B MHTEPHETE MOXET CephEe3HBIM 00pazoM
OTPAasUTLECA HA TBOEH PealbHOH KH3HM. «{udpoBas penyramusy» - 310 TBOl UMUK, KOTOPBIH
dopmupyercs u3 HEbOPMaIHH 0 TeGe B HWHTEpHETE.

TBoe Mecto xurenscrBa, yue6sr, Troe (uHancoBOE MONONKEHNE, 0COBEHHOCTH Xapaxrepa
H pacCKaskl O OJIM3KUX — BCE 3TO HAKAILIMBACTCS B CETH.

MEHor#e MoAPOCTKY JIErKOMBICIERHO OTHOCSTCS K IMyOnuKauum IM9HOM MHEpOpMAanuy B
Wnrepuere, He MOHMMAs BO3MOKHEIX mocnencTeud. Thl naxke He CMOMKEIIb OTafaThes o TOM,
4T0 dororpadus, pasmermennas 5 jer Hasaj, cTana NIPUIUHOM 0TKa3a NPHHSTE Te6s Ha pabory.

Kommenrapun, pasmemenne Troux dororpaduit um npyrme neficTBus MOIyT He
HCHC3HYTh Nae IOCIe TOTo, KaK Thl WX yHammmb. Tl He 3HACIIb, KTO COXPAaHHI 3Ty
MH(OPMAIMIO, 1OTIAlIA JIH OHA B [IOHCKOBEIE CHCTCMBI H COXPaHWJIACh JIH OH4, a TNIABHOE: 4TO
[oxyMaroT o Tebe OKpyxKaromee o, KOTOpBIC HAWAYT U yBHAAT 3T0. Haiitu HHDOPMaNHIo
MHOT'O JIET CIIyCTS CMOXeET JIIOGOH — Kak u3 HOOpBIX MOGYXAEHUH, Tak u ¢ HaMepeHneM
IPUYMHUTE BPeX. DTO MOXKET OBITB KTO YTomHO.

OcHOBHEIE COBETHI 10 3ammre qUGpoBoi penyranum:
1. Tlomymaii, mpexae yem 4To-To IyOIMKOBATh U nepenasars y cebs B 6iore wnm B
COLMAIBLHOH CeTH;

2. B Hactpolikax mpoguns YCTaHOBU OTPaHHYEHHs Ha IIPOCMOTP TBOETO npoduns u ero
COLCPIKUMOTO, CNIeNali ero TOIBKO €I Apy3eiiy;

3. He pasmemaii u e ykasemsait HH(OPMAITHIO, KOTOpast MOXKeT KOro-mubo OCKOpPOIIATE
UM 00MKaTh.

Aemopckoe npaso

CoBpeMeHHBIE  INKOIBHEKHE— AKTHBHBIC TOJB30BATENH LHU(PPOBOro IPOCTPAHCTBA.
Omnako naneko me Bce SHAKOT, YTO I0/Ib30BAHHE MHOTHMY BO3MOIKHOCTSIM 1uppoBoro mupa
TpebyeT cobmoneHus [IpaB Ha HHTEIUICKTYaIbHYIO COGCTBEHHOCT.

TepMHH ((PIHTCJ'IJICKTyaJIBHaﬂ COGCTBCHHOCTL» OTHOCHTCA K PasIMYHBIM TBOPCHHUSAM
YEIIOBCYECKOTr0 YMa, Ha9HHAasg ¢ HOBEIX H306p€TeHI/H71 H 3HAaKoB, 0603Haqa}omnx COGCTBCHHOCTI)

Ha TIPOAYKTBI H yCIYIM , M 3aKaHUWBAS KHUTaMH, oTtorpadusmu, KUHOQHIbMaMH
MY3BIKJIBHBIMY TIPOH3BEICHUSIMUL.



ABTOpCKHE IpaBa — 9T0 Ipasa Ha HHTEJUICKTYaNbHYI0 COGCTBEHHOCTD Ha IPOU3BENCHUS
HayKH, TUTCPaTyYphl H HCKYCCTBA. ABTOPCKHE Ipasa BLICTYNIAIOT B KaY€CTBE FAPaHTHH TOTO, YTO
MHTCIUICKTYaNbHBIA/ TBOPYECKHH TPy aBTOpa He Oyzer HampacHbIM, macT emy CIPaBEUIHBEIC
BO3MOXHOCTH 3apa00TaTh Ha PE3yIbTATAX CBOETO TpyZa, MOIYYHTh U3BECTHOCTH M NPH3HAHKE.
Huxkro 6e3 paspemenus dBTOPa HE MOXKET BOCIIPOM3BOJHUTH E€I'0 IPOU3BEICHHE, PacpoCTpaHsTh,
IyOIMYHO JEMOHCTPHpPOBATS, IpoTiaBaTh, MMIOPTHPOBATH, ITyCKAaTh B IIPOKAT, IIyOIiaHO
HCIIOJIHSTH, IOKa3BIBATH/UCTIOIHATE B Sbupe win pasmemars B MHTepHETE.

HCHOIII:SOBaHPIC «ITHPATCKOIO» IIPOrpaMMHOT0 00€eCIIeYeHUS MOJXET IIPHUBECTU K MHOTUM
PHCKaM: oOT IIOTEPH HNAaHHBIX K TBOHUM aKKayHTaM o 6JIOKI/IpOBKH TBOEro ycmOﬁCTBa, rae
YCTaHOBJICHHBI HeE JerajapbHas Iporpamma. He crout TakKxe SaGLIBaTB, 4qTo CyLIECTBYyET
JleranbHele 1 OecruiaTHLIe IpOorpaMmei, KOTOPBIE MOYKHO HAalTH B CETH.

O nopmane

CereBuuok.pd) — TBOM rIiaBHBIH COBeTYHK B CETH. 31eCh THI MOXEWb Y3HATH O
0e30macHOCTH B CeTH MOHATHEIM U AOCTYITHBIM S3BIKOM, & IIPH BO3HHKHOBEHWH KPHTHYECKON
CATYallMH OOpaTHTBCS 3a COBETOM, A Tarke TIpUHATE Y4aCTHE B KOHKYPCaX H CTaTh CAMbIM
UHQPOBEIM IpakaHHHOM !




